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Risk Mitigati.
both as a standard organizational practice ™.,
and for individual research projects.

Identify areas of risk activity by
conducting due diligence and ensuring
transparency and the disclosure of
relevant information

G7
Best

Practices

Research
Security
Measures

Involve the actions to identify and
protect research from the actr
and behaviours that compromise its
integrity’

Integrity of
Research

Research integrity is the
foundation of domestic and
international research

Bad Faith Actors
Engage in economic activities and behaviours that have adverse
economic strategic and/or national security implications for
research

[2 1] A7t A7z

90| @42 VI=E B

X (X)) https://science.ge.ca/site/science/en/safeguarding—your-research/general-information-research-security/intern

Q-

Establish Resources to promote

" awareness and forums for dialogue and

information sharing on research security
across all research stakeholders

<3

" Identify and share information on which

research areas are at risk

Research
Integrity
Measures

Involve adhering to the value:

L= HLIAl

20-. o=

ational-research-security-resources/g7-common-values—-and-principles-research-security-and-research-integrity
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- ST (NSF) : MX| R&D 0flit2] 3.5%

1) Sargent, J. F., & Gallo, M. E. (2024, March 27). Federal research and development (R&D) funding : FY2025 (CRS Report No.

R48307). Congressional Research Service. https://crsreports.congress.gov/product/pdf/R/R48307
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o= M2 S8l = HE &S : DOE Order 486.1A, Foreign Government Sponsored or Affiliated
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DOE =& H7AL}o| 52| wF : DOE Policy 485.1A, Foreign Engagements with DOE National
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HESHANLAY: DOE Order 483.1B Change 2, Cooperative Research and Development
Agreements (CRADA)

HekY mEL4 T2 3 - DOE Order 481.1E Change 1, Strategic Partnership Projects (SPPs)
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| 012 | IHISHT B7Et 20|

OI{ X5 AO|HEQE X273 - DOE O 205.1D, Department of Energy Cybersecurity Program

- (ROIE TA7|7] 221 oliel 0l (foreign travel) #8, SQ1E 0|5 Bl W LH=71E WEok= 2E0
et &= M 22| | 7/ 8712 +dotH, oiig 22|32 §REXSEH 28 2 AZ0| et XIFL 24
A2 HXE NS

7421 Bt : DOE O 472.2A, Personnel Security
- (HIS4! 52i0|5 211) Hot 57t MFste BE MEAe)

P 2Ot &7t/ F 2 Het2 HRstAL =7t ot
2 AAMS 0 U= IHRI2 HISACHH) sHel0lF © A 2IS oiE QA E =01 2 150k, S| 2it
YT Ee|dS UOtof o, =71 0152

LR M= 4R, 0| M 22 WHAX|O2 HE X&5t '?;01’%* g
MG (deviation) Al H= SA(ZFY 5 0|L) E113HO0

- (Z|EF 211 HE) XA 71F0| RIZ=710| HF5h= B2, Al M(occurrence) & 252 3 O|L{0H| SHE
QINMEHOI= AH 2

M o272 : DOE O 475.1, Counterintelligence Program

- (H(C) T2 7P C| T2T WIS K5t ST Y 5 ot
RISX0!, i KPR FE0| Y= THRISO| Cl B21LM B 1S Saf 47, B, 7

- (MY 201 HZZ|AE FE DIZHEIF oI DIZERH|, Hote] B2 a2 0|22 (unclassified) 2/=9!
ol

g Y7 ixl= B2 30

=
~ (OIBHRIAR: 42) ADIZIE} Q12{t BIZIZEHI0| CHa =0 0 = t=0f5t Ho| Q= 712 BA| Weat
DOE Z240fl Ti3t CI H2{T/5 (310, L1t Bief S ), ARIZZ7} Ad(affliated) Q21| ML
IHQIR/ RIS/ TGS B B, ADIZIZ7} Q12 HEH B o 22(LMX| 27) 51, AR KEO|
RIgiEl= B SQ0IS(RIZ=7), BRI} B3 81 SS QI3 WHRA(OC!) 22, DOE/ NNSA #%-
GiiA - AlSEE|X}, DOE Sgalel 59| 9

rir

~

50 U.S. Code § 2652 - Restrictions on access to national security laboratories by foreign visitors

from sensitive countries

x 0= o HE

~ DOE Z2t/stot Hae 0iZk=710| A|71/CH2|210] CHoH BHZAZTAIS HX] 225HX| Qi 8 Z71orEdpA
SHE7|MARAA", O] SRS SR TR 7|2 BHO| B8 Y- HES N Xk HX|20|

* (Z7RtEATA) LANL, SNL, LLNL
** (GHE7|MAA|A) The Kansas City National Security Campus, The Pantex Plant, The Y=12 National Security
Complex, The Savannah River Site, The Nevada National Security Site
» £5|, XI¥=7Kcovered foreign nation) @1 &=, 2{A|0, &5t 0|240i| CHEHA= Al T2 M 30 0|F0f|
9|2|0fl =7t Ot 0]2) £gf, 7|2 - Mgt HI0|E 0|5/ 5= Sot= BA &2 Meloll= £ Hetoh=
HOR A Z43K('25.4.15 &F)
* 50 USC § 3059(e)(1)0il 271
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[}5t 20|12 YIZIMO 2 X5
* (Contractor Personnel) CRADAE £l 8837 E 486t Q2L H7At: Lt
X =7t 552 DOE EH0|X| (https://www.energy gov/science/countries—risk )0l HA|Z0] OH, HiZ JIs5.

2511 6% 7| 9I8R7 B2 £3-2IAl0}0[2- 25 Watz A
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1o
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- (FGTRP 3X|) DOE %/& 2! Contractor Personnel2 FGTRP ZX| j&QIH|, 0] & Contractor
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“Contractor Personnel’ 2 ZIFE0 2 789 M2 A
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M3, 0| (R0t 59 HE -7 U folAE

| 3| DOE O 142.3B0j| MEZ F2 27 A&

B2
Access Request « 2|Z0I0f| CHSH AP 591 T4 FACTS A|AHIN| S2E QR
0[ZIM(CV) < 18M| 0|5 BE ZH-5t2 =&t 104 7+ Z8 A0{0F &
01Z =H|(Sensitive Subjects) ¢ X|™E 212} 7|& BOk= 7| AA} DA
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- (DOE 25 Y A% BA) DOE 28, 2t 28 2A], &% 2A{, CSOs(Cognizant Secritarial Officers),
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% DOE Aot BYoITA0 BECIT Al 2 750 X thy L BN 871 5 BORI2| 2452 Y YA CIE 4
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At 712 7|8t 22|

- 87| Qg 27 HERIA : Science & Technology (S&T) Risk Matrix (22.12.17.)

- ZRATAO| Q|2 7|&uto] #X|E : DOE P 485.1A (Foreign Engagements with DOE National
Laboratories, 2022.10.7.)

« SHPINLUAH2ACRADA) : DOE O 483.1B Chg 2 (Cooperative Research and Development
Agreements, 2020.10.21.)

« M2FM OEL{4 T2 J#(SPP) : DOE O 481.1E Chg 1 (Strategic Partnership Projects, 2022.3.4.)

1) AE7182 218 S8 2R ¥ Ek Hora| XX|
X (&2 1) Science & Technology (S&T) Risk Matrix
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M3, 0| (R0t 59 HE -7 U folAE

E|X| Q0toF SHt= Q7S MAISHH, 2= 71 2e| ¥= A g XS §F5t=X| 08 E HE
« D|=9] X 09 3 9l HAHIo| UX| K&
o 0= HE 2 78 &4 = (0] - ITAR, EAR, 10 CFR Part 810 §)
o D71 3ot A AL B O R
« DOE &7 2 7|& SR0| M2 2/A3 HIt 25 08

- (AE A 83 0218t HE 2= OYHZLA(MOU) & RAFEAL (LOI, Statement of Intent 5), @A
IIE {4 T2 J4(SPP, 7t Work for Others), @& ST LUA2H(CRADA), @7 |&4E3t =F(ACT),
®7[E 212 7| Hnto] AU WX 2M S0 2E
X HSHTNLYAL(CRADA), MEN MEHY T2 JH(SPP)2 S8 HE A8 29 5

- (ZE Hx}) 2= 202 DOE 258 XHIo| APH HE'S MA|H, ZE MOU 2 A% 2AE |2 540IC
ER0IM HAESHH Ha Y F7IQtE 7|F 1 YX| RS 0I5IE 2 {9

* CSO (Cognizant Secretarial Office), PSO (Program Secretarial Office), DOE ZHEZ=Z(IA), HEA(GC), M=ot/
=7FE=(IN), HIZHt 2 2A(NA-20), 238 29 2FM(AU-60, ZA)S| ZE 43

- (HISt AFgH) S&T Risk MatrixO|Af H|SHrestricted) 7|&2 K= 20K : Red 7|2)0] CHaH, YI&=7t
(Countries of Risk)2to| S22 A HIX|7} Ol= &t 2X|E.

* WA QA2 SA M HAM(Field Element)7t H12A%} §9|5t04 HE 7Hs0otH, FOAB(Federal Oversight Advisory
Body)2| ZES A &3 AHEHUnder Secretary)2| & 401 ZQ

3) ESHTIHLAI2AH(CRADA) XA Al 2|=7|3 &0] 2AH
% (&2 1) DOE 0 483.1B Chg 2
(521 221 DOE= 2= 7|21te| CRADA M2 A| i3t 242 2712 MAISIER sig Q40| 2&fsh=X|
GEE A0 HE Ze
« DOES| Z2724 3 Al D81 YUX[SHOF SHH, TIZH E0X= S X2 MIS0| OfL|2t AEA 7|& =0
7|045Hof &t
o 0|2 W 7|5 &8 24 ZZ(U.S. Competitiveness Clause)g £&5H0F &
o 2EEX, 7|LHE, XIARAAH(IP) 22 ES X7 HA|E0{0F 5HH, 28t A2 2|t 57t 2S THs
o Z0{7|H0| 2= AR X|H- HSKFOCI)S B AR, FOCI HEES Entaof &t
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E
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- X2 B4 B0 (D)2 M X3
. RAMAZ(P) 22 B3l

« DOE & A|9f7|0] CRADA ZHOXte| FOCKLl= A7 - K|t - F2t 01F) HE It

ne
h]
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| 0|28 | FHZSHT HE0H L]

4) M2k ME L4 T2 ]2 (Strategic Partnership Projects, SPP) £ oA

X (EE ) M MEWA Z2 773 DOE O 481.1E Chg 1 (Strategic Partnership Projects, SPP)

- (XM9]) DOE EEE NSA(National Nuclear Security Administration, Z&/aHQtE ) A|MH0| 2| 7|2H0|=2
LH-Q HE AL S £)0| X2S HHoF H-7|& - MH|AS H&ZdH= HE2, DOE 0|20 OFH Q5 X2
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- (SPP &¢I 92) SPP MZ Al £&dl{0f ot= 22 LS 25
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(2) M, AA, A= (Sensing, Clocks, and Metrology)
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(4) M=z 2 XM=t (Materials and Fabrication)
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